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Abstract

A widely usedtechniquefor securingcomputersystems
is to executeprogramsinside protection domainsthat
enforce establishedsecurity policies. Thesecontain-
ers, oftenreferred to as sandboxesgcomein a variety
of forms. Althoughcurrentsandboxingecniqueshave
individual strengths,they also havelimitations that re-
ducethe scopeof their applicability. In this paper we
give a detailedanalysisof the optionsavailableto de-
signess of sandboxingmedanisms. As we discussthe
tradeofs of variousdesignchoices,we presenta sand-
boxingfacility that combineghe strengthsof a wide va-
riety of designalternatives. Our designprovidesa set
of simpleyetpowerfulprimitivesthat serveasa exible,
geneal-purposeramavorkfor con ning untrustedpro-
grams. As we presentour work, we compae and con-
trastit with the work of others and give preliminaryre-
sults.

1 Intr oduction

The standardUNIX security model provides a basic
level of protectionagainsisystenmpenetrationHowever,
this modelaloneis insufcient for security-criticalap-
plications. The securityof a standardJNIX systemde-
pendson mary assumptionsFile permissionamustbe
setcorrectly on a numberof programsand con gura-
tion les. Network-orientedservicesnustbecon gured
to dery accesdo sensitve resourcesFurthermoresys-
tem programamustnot containsecurityholes.To main-
tain security one mustconstantlymonitor sitessuchas
CERT andSecurityfocus,install newv patchesandhope
thatholesarepatcheeforeanattaclerdiscoversthem.
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Sincepotentiallyvulnerablesystemprogramsoftenexe-
cutewith root privileges,attacksagainsthemoftenlead
to total systemcompromise.The typical UNIX system
is thereforecharacterizety mary potentialweaknesses
andis only assecureasits wealestpoint.

Thelimitationsof theUNIX securitymodelhavecreated
muchinterestin alternategparadigmsThis hasdrawn at-
tentionto a wide variety of mechanismsExamplesare
capabilities[], accessontrollists (ACLs), domainand
type enforcemen{DTE)[2, 3], andsandboxingnecha-
nisms. Sandborsareattractve becausehey provide a
centralizedmeansof creatingsecuritypoliciestailored
to individual programsand con ning the programsso
that the policies are enforced. They thereforeprovide
great potential for simplifying systemadministration,
preventingexploitation of securityholesin systempro-
grams,andsafelyexecutingpotentiallymaliciouscode.
Their valueassecuritytoolsincreaseg@scomputingen-
vironmentsbecomemore network-centeredand execu-
tion of downloadedcodebecomesnorecommon.

A numberof methodshave beenproposedor con ning
untrustedprograms Althoughthesetechniquesave in-
dividual strengthsthey alsohave limitationsthatnarrov
the scopeof their applicability In this paper we sys-
tematicallyexplore the rangeof optionsavailableto de-
signersof sandboxingnechanismsAs we discussvar-
ious designchoicesandtheir consequencesye present
a sandboxingfacility that combinesthe advantagesof
a numberof alternatves. Our sandboxingmechanism
is implementedas a systemcall API that senesas a
general-purposframework for con ning untrustedoro-
grams. Our goal is to provide primitivesthat are sim-
ple yet powerful enoughthat systemadministratorsin-
dividualusersandapplicationdeveloperamayusethem
to specifyandenforcesecuritypoliciesthatarecustom-
tailoredto satisfytheir diverseneeds.

In the next section,we presenthe designof our sand-
boxingfacility within thecontext of variousdesignalter
nativesandthe motivationsbehindthem. Section3 pro-



videsdetailsof how privilegesarerepresentedh ourde-
sign. In Section4, we give preliminaryperformancee-
sultsfrom a partially completedmplementatiorwithin
the Linux kernel. Section5 containsan overview of re-
latedworksandhow they differfrom ourdesign.Finally,
we presentonclusionsn Section6.

2 DesignAlter natives

The designof a sandboxingmechanismmay be viewed
from a numberof angles.We haveidenti ed thefollow-
ing issues:

1. Sandborsmay grantor dery variousprivilegesto
theprogramshatthey contain.How arethesepriv-
ilegesrepresentedndorganized?

2. Where are the mechanismdocated that enforce
sandbox-imposerkstrictions?

3. Are restrictionsenforcedby passve or active enti-
ties'?

4. Are sandbogs global entities that enforce sys-
temwideconstraintr morelocalizedentitiesthat
con ne individual programsor perhapsgroupsof
relatedprograms?What criteriaare usedto group
programsnto sandbors?

5. Do sandboxsenforcemandatoryor discretionary
accesgontrols?

6. How are accessprivilegesdeterminedfor inspec-
tion andmanipulationof sandboxcon gurations?

7. Are sandborsstaticor dynamicentities?In other
words, are their con gurations x ed or subjectto
change?f sandboesarerecon guredin response
to changingsecuritypolicies,how do the changes
propagatehroughoutarunningsystem?

8. Are sandboesgenericentitiesfor entireclasseof
programspr arethey narrovly customizedor spe-
ci ¢ programs?

9. Are sandborstransientor persistenentities? Do
they functionaslightweight,disposableontainers,
or dothey maintainrelatively staticlong-termasso-
ciationswith programsand otherobjectsthat they
may contain?

1Active entitiesare separaterocessesr threadsthat monitor the
actvities of sandbord programs Passve entitiesarevariablesor data
structuregmaintainedby the sandboxhatareexaminedaspartof the
privilege checkingstepsthatoccurwhena programattemptssomeac-
tion.

10. How do sandbogs interact with other security
mechanisms?

Before giving detailedconsiderationto eachof these
guestionswe rst give a brief introductionto our sand-
boxing facility and a few of its properties. This will
clarify our subsequentliscussionof the designspace
andwhereour mechanisnstandsin relationto eachof
the above issues.As the discussiorprogressesye will
presentadditionalaspect®f our designandthe motiva-
tionsbehindthem.

We have developeda kernel-basednechanisnthat pro-
vides a general-purpossystemcall API for con ning
untrustedprograms. Processesnay createtheir own
sandbogs, launcharbitrary programsinside them, and
dynamicallyrecon gurethe sandborsasprogramsex-
ecuteinside. Unprivilegedprocessesay safely create
and con gure sandbors becauseour mechanisnfol-
lows the principle of attenuatiorof privileges. Specif-
ically, asandboxcannevergrantprivilegesto a program
beyondwhattheprogramwould normallyhaveif it were
not executinginside the sandbox.Considerthe follow-
ing exampleof how our facility mighttypically be used:

1. A processcreatesa new sandboxby making an
sbxcreate() systemcall. The newly created
sandboxs assigned numericidenti er thatis con-
ceptuallysimilartoa lename. Thecreatoreceves
a numerichandlethatis essentiallythe sameasa
le descriptor Initially, only the creatorcanaccess
thesandbox.

2. The processcon gures the sandboxusing addi-
tional systemcalls.

3. The procesdorks andthe child inheritsa copy of
theparents sandboxdescriptor

4. The child appliesthe sandboxto itself by making
ansbxapply()  systemcall. This canbedonein
oneof two ways:

(@) No options are specied when calling
sbxapply() . Onreturn,the sandboxs ap-
plied to the child. The apply operationauto-
maticallyclosesary sandboxdescriptorsield
by thechild. Thechild thereforegivesupcon-
trol of all sandboxsit formerly controlled,in-
cludingthe onethatnow containsgt.

(b) The "apply on exec” option is passedto
sbxapply() . The child thenperformsan
execve() systemcall. If execve() suc-
ceedsthe sandboyis appliedto the child and



all of its sandboxdescriptorsare closed. On
failure, the sandboxis not applied. Thusthe
child retainsary privilegesnecessarfor error
handling.

5. The parentretainsfull control over the sandbox
andmayrecon gureit while the child executesn-
side. The parentmay alsolaunchadditional pro-
gramsinsidethe sandboxAlternately it mayclose
its sandboxdescriptoy giving up all accesgights
andeliminatingitself asa potentialpoint of attack.
The sandboxs now unchangeablby ary process,
eventhosewith root privileges.Althoughthechild
is trappedin the sandboxfor the rest of its life-
time, outsideprocessesanstill suspendr termi-
nateit. Sandborsonly imposerestrictionson the
processethey contain. They never placelimits on
whatoutsideprocessesando relative to processes
executingwithin.

6. All of the child's descendantgherit its sandbox.
A processmay be sandboed only by applyinga
sandboxo itself or inheritingits parents sandbox.

7. Thereis no explicit destry operationfor sand-
boxes. The kernel managestheir destruction
throughreferencecounting.

Now that our sandboxingfacility hasbeenintroduced,
we continuewith a discussiorof the designspacethat
individually addressesachof the previously mentioned
questions.

2.1 Representationand Organization of Privi-
leges

Thequestionof how to represenandorganizesandbox-
relatedprivilegesis open-endedTherearea multitude
of potentialoptions,andary attemptto thoroughlydis-
cussevery possibilityis almostcertainto leave outmary
alternatives. We thereforefocuson two key issues:ex-
tensibility andexpressveness.

As computersystemsvolveto sene new purposeshew
featuresare addedto operatingsystems. A sandbox-
ing mechanisnmshouldthereforebe easyto extend so
thatit mayenforcesecuritypoliciesgoverningaccesso
new typesof systenresourcesWith this requirementn
mind, we have divided systemfunctionalityinto several
catgories, eachrepresentedy a differentcomponent
type. As new featuresare addedto operatingsystems,
our mechanisnmay be extendedby creatingadditional
componentypes. To facilitate their development,we

have structuredour implementationin a modularfash-
ion. Our currentdesignspeci es the following seven
typesof components:

Device component:Speci esaccesgrivilegesfor
devicesaccordingo device number

File systentomponentSpeci esaccesgrivileges
for les accordingto directorypath.

IPC componentSpeci esaccesgrivilegesfor IPC
objectssuchas semaphoregnessageueuesand
sharednemoryseggments.

Network component: Speci es rangesof IP ad-
dressedo which sandbord processesnay open
connections. Also speci es rangesof ports from
whichincomingconnectionsnaybereceved.

ptrace() = componentSpeci eswhichprocesses
asandbordprocessnay ptrace()

Signalcomponent:Speci es processe$o which a
sandbordprocessnaysendsignals.

Systemmanaementcomponent: Speci es privi-
legesfor administratve actionssuchas rebooting
andsettingsystendate/time.

The creatorof a sandboxspeci esallowedprivilegesby
creatingcomponentsindattachinghemto the sandbox.
A componenmay be attachedo several sandboessi-
multaneouslybut a given sandboxmay be attachedo
at most one componentof eachtype at ary given in-
stant. The creatorof a sandboxmay changethe setof
attacheccomponent®r adjusttheir settingswhile pro-
cesseexecuteinside. Whena componenis rst cre-
ated,it initially deniesall privilegesthatit governs.The
creatormustthenspecifyexplicitly which privilegesare
allowed. If nocomponenbf a particulartypeis attached
to a given sandbox thenall privilegesassociatedvith
that componentype are implicitly denied. Therefore,
existing programghatuseour mechanisnwill dery ac-
cessto new areasof systemfunctionality by default.
Since privilegesare deniedby default, our designex-
hibits the principle of fail-safedefaultsasdescribedby
SaltzerandSchroeder[t

To permit e xible speci cationof ne-grained security
policies,privilegesmustbe speci edin ahighly expres-
sive manner With this goal in mind, we divide privi-

legesinto two cateyories: binary privileges and quan-
titative privileges A binary privilege may be assigned

2Actually, a sandboxhastwo setsof attachmenpointsfor thevar-
ious componentypes. The purposeof the secondsetof attachment
pointswill bedescribedater



one of two possiblevalues: allow or deny An exam-
pleis theability to readthe contentsof /etc/passwd

A quantitative privilegemaybeassigneschumericvalues
suchas50 or 100. For example,the total memoryallo-
catedto a programmight berestrictedto a maximumof
4 megabytes.

Our currentdesignonly dealswith binary privileges.
Quantitatve privilegesaddresdssuesregardingdenial
of service. The addition of featuresthat guardagainst
thesetypesof attacksis anareaof future work. We in-
tendto studysolutionsthat othershave developed[5 6]
andincorporate¢heminto our design.

The two possiblevaluesof a binary privilege may be
viewed asmembershipn or exclusionfrom a setof al-
lowed operations. This insight suggestghe following
approach:Represensetsof privilegesas rst-class ob-
jectsand provide primitivesfor manipulatingthemus-
ing set-theoretidransformations.Our componentsare
designedo behave in exactly this manner Speci cally,
giventwo components and of agiventype,we pro-
vide thefollowing operations:

Createunion: Createa new component thatrep-
resentghe union of the privilegesgivenby and

Createintersection:Createanew component that
representghe intersectionof the privilegesgiven
by and .

Create complement: Createa nev component
that representghe complementof the privileges
givenby

Unionwith self: Modify  sothatit representshe
unionof with its prior value.

Intersectwith self; Modify sothatit represents
theintersectiorof with its prior value.

Complemenself: Modify  sothatit representthe
complemenbf its prior value.

Our set-orientedapproactto creatingandmanipulating
privilegesassociateevith protectiondomaingepresents
a uniqueperspectie. As an exampleapplication,con-
sideran employee Bob who initially works in the per
sonneldepartmenbf somecompaly andthentransfers
tothe nance departmentLet representheprivileges
that Bob's sandboxinitially allows. Let represent
the privilegesrequiredfor Bob's personnel-relatedu-
tiesandlet representhe privilegesrequiredfor Bob's

nance-relatedduties. The transitionbetweendepart-
mentsmaythenbeaccomplishedby manipulatingBob's
sandboxasfollows:

Supposehat Bob thenstartsworking on a projectthat
requirescollaborationwith anotheremployee Geoge.
Hethereforeneedgo accessomeof Geoge's les. Let

representseoge's les andlet represent sub-
setof Geoge's les thatarecon dential andshouldnot
be sharedwith Bob. Thenecessargharingmaythenbe
allowedby makingthefollowing changeto Bob's sand-
box:

As our discussiorcontinueswe will mentionotherap-
plicationsthat may bene t from a set-orientedsiew of
privileges. In generalthe ability to manipulatecompo-
nentsusingsetoperationdasseseraladvantages:

Set operationsare very expressve. They allow
componentso be constructedthat satisfy asser
tions relative to eachothergiven by arbitrary set-
theoreticexpressions.

Settheoryis well-understoodTherefore soarere-
lationshipsamongcomponents.

Set operationsprovide a meansof manipulating
privileges that is uniform acrossall component
types.Thisexempli es theprinciple of economyof

mechanisnpresentedy Saltzerand Schroeder[}}
andis likely to simplify programghatuseoursand-
boxing API.

Setoperationgrovide ameansof answeringyues-
tionssuchas”Which privilegesaregrantedto user

oruser butdeniedto user ?” Thisinforma-
tion may be usefulif we wish to know how much
damageauser caninict if hesuccessfullybribes
users and . In generalacorvenientmeansof
answeringsuchquestionsallows oneto easilyun-
derstandmplicationsof varioussandboxcon gu-
rations.

By clarifying relationships between sandbox-
associatedprivileges, set operations provide a
meansof verifying that security policies are cor-
rectly enforced.



Providing userswith simple yet powerful mecha-
nismsoftenresultsin the developmentof new and
usefulapplications.

We thereforebelieve that the inclusion of set-oriented
primitivesin our modelis a prudentdesigndecision.

2.2 Location of EnforcementMechanisms

Sandboxingnechanismsnaybeimplementedn ary of
thefollowing locations:

runtimeervironment
sandbordprogram
userspacé
OSkernel

We will now considereachof thesealternatves, focus-
ing ontheir advantagesanddisadwantages.

2.2.1 Runtime Environment

In this arrangementthe sandbord programexecutes
within a specializeduntime ervironmentthat provides
completemediationbetweenthe programand underly-
ing systemresourcesTheruntimesystemcantherefore
prohibitactionsthatviolateestablishedecuritypolicies.
A well-known exampleof this type of sandboxis the
Java virtual machine[]. This option is attractize be-
causat allows securitypoliciesto betailoredto therun-
time ervironment. For example,an object-orienteys-
tem could restrictaccesgo individual methodinvoca-
tions. Furthermoreprotectionmechanismsnaybevery
ne-grained.Pointerusemaybe completelyeliminated,
or pointerdereferencemaybeindividually validatedat
runtime. However, this approachis only applicableto
programsthat executewithin a particularruntime envi-
ronment.lt is thereforenot suitableasageneral-purpose
mechanism.

2.2.2 SandboxedProgram

An alternateapproachs to embedhesandboxingnech-
anismwithin the sandbord program. Proof-carrying

3Here,we meanseparatérom thesandbordprogramandary run-
time ervironmentin which it maybeexecuting.

code[g is anexampleof thistechniqueIn this scheme,
a binary executablecontainsa mathematicallyrigorous
proofthatit satis esa givensecuritypolicy. Beforethe
programexecutes,a veri er checksthe correctnesof
the proof. If the proof is incorrector doesnot satisfy
the securitypolicy, thenthe programis deniedthe privi-
legeto execute.lt is alsopossibleto instrumenta binary
executablewith additionalmachinenstructionghatver-
ify compliancewith a securitypolicy[9]. Both of these
typesof sandborshave the advantageof beingableto
enforce ne-grainedsecuritypoliciesatthelevel of indi-
vidual machineinstructions.However, the needto mod-
ify binary executablesnakesthesetechniquesncornve-
nient. Furthermorethey arenot generallyapplicableto
all typesof programgqsuchasshellscripts for instance).
They arethereforenotsuitableasgeneral-purposmech-
anisms.

2.2.3 UserSpace

Anotheroption is to implementsandbors as separate
processethatexecutein userspaceThisrequiressome
type of OS-provided mechanisnthat allows one pro-
cesdo controlthe executionof anothemprocessSeveral
mechanism®f this variety[1Q 11, 12] usethe /proc
procesdracingfacility of Solarisfor systemcall inter-
ception. This type of designis advantageoudbecause
it may be easily deployed in existing systems. Binary
executablegio not requiremodi cation, andthe mech-
anism may be appliedto arbitrary types of programs
suchasshell scripts. A disadwantages thatthe Solaris
processracing facility is not applicableto setuidpro-
grams.If setuidprogramsweretraceablén thismanner
anunprivilegedusercould performarbitraryoperations
asroot simply by tracinga setuidprogramand modify-
ing parametero systemcallsasthey areinvoked. This
approactaddsoverheadsinceit requiresadditionalpro-
cesse$or monitoring. Furthermoremonitoringrequires
interprocesgontext switches,and the monitoring pro-
cessmusttypically fork()  eachtime the sandbord
procesdorks.

2.2.4 OSKernel

The OS kernelis anotherpotential place where sand-
boxing mechanismganay reside. This location allows
placemenbf privilege checkinghooksand otherfunc-
tionality at points deepwithin the kernel. It therefore
provides essentially unlimited options for restricting
accesgo systemresourcegandfundamentallychanging



how the systemas a whole behaes. Furthermorethe
strict isolation of the kernelfrom userspaceentitiesis
likely to make kernel-residensandboxingmechanisms
lessvulnerableto attack. However, kernelmodi cation
requiresaccessto sourcecode unlessthe sandboxing
mechanisnis implementedasaloadablekernelmodule
(LKM). Another disadwantageis that kernel code is
dif cult to write anddelug, andmustbe fully trusted.
Bugs or design aws may createsystemwidevulnera-
bilities or causesystencrashes.

We have chosento implementour sandboxingnecha-
nism within the OS kernel. The kernel-residenstatus
of our implementatiorallows usto export a universally
accessiblesystem call API that may be applied to

both privileged and unprivileged programs,regardless
of what languagethey were written in. Our system
call API is designedto be policy-neutral and highly

exible. It providesa minimal setof primitivesthatare
designedto sene a wide variety of purposes. Thus,

application-dependemtspectof sandboxmanipulation
are pushedinto user spacewhere they belong. The

general-purposenature of our design mitigates the

disadantagesf kernelcodebeingdif cult to develop

anddehug.

2.3 Passvevs. Active Monitoring

Sandbox-imposeckestrictionsmay be enforcedby pas-
sive datastructureghat are examinedwheneer a pro-
gram attemptsto perform someoperation. For exam-
ple, the kernel's implementationof the open() sys-
temcall mightbe modi ed sothatsandbox-relatedata
structuresare consultedbeforeopen() is allowed to
proceed. We refer to this as passve monitoring. Al-
ternately restrictionsmay be enforcedby separategro-
cesse®r threadghatmonitorprogramsasthey execute.
We referto this asactive monitoring. An advantageof
active monitoringis its e xibility . Monitoring processes
are not restrictedto making policy decisionsbasedon
relatively static datastructures.Instead,they may im-
plementsecuritypoliciesde ned by complec statema-
chines. The disadwantageof active monitoring is the
high overheadit requires. Monitoring processesnust
be createdand individual privilege checksrequire in-
terprocessontext switches.Furthermoremostdesigns
requirethe monitoringprocesdo fork()  eachtime a
sandbordprocesdorks.

To addresshis designissue we have developeda novel
mechanisnthatallows monitoringto be purely passie,
purely active, or arywherein between.Thus,programs

® Process p
(controls Sandbox S)

Sandbox S

® Process g

Figurel: Blocking mechanism

may bene t from the bestaspectof both alternatves.
We achieve thesebene tsthrougha mechanisnthatal-
lows privilegesto bedeterminednteractiely atruntime.
Speci cally, a sandboxmay be con gured so that at-
temptingcertainactionswill causea sandbordprocess
to block insteadof beingimmediatelydeniedthe privi-
legeto performtheaction.Whenaprocesslocksin this
manner an eventis generatedand placedin the event
gueueof the sandboxwherethe blocking occurred. A
processthat has ownershipover the sandboxusesthe
sbxwait()  systemcall to wait for and obtainevents.
An event may be examinedto determinewhich pro-
cessgeneratedt and what actionwas attempted. The
sbxdecide()  systemcall is thenusedto unblockthe
processhat triggeredthe event and decidewhetherto
allow the attemptedaction.

Our designpermitsapplicationof the blocking mecha-
nismin a ne-grainedmanner Figure1l illustrateshow
this works. Eachsandboxhastwo setsof attachment
pointsfor the variouscomponentypes. Sandbox has
device components  and attachedat points
and . File systemcomponent is attachecat point
. Process controlssandbox while executesn-
side. When attemptdo access device, the sandbox-
ing mechanismrst examines . If allows there-
quiredprivilegethentheoperatiorwill succeedl Other
wise, isexamined.If allowstheprivilege,then
blocksand decideswvhetherto allow the operation.If
deniestherequiredprivilege,thenthe operationwill
fail. If attemptsto accesssome le, the sandboxing
mechanismexaminescomponent . If allows the
requiredprivilege,thenthe operationis allowed. Other
wise,theoperationisimmediatelydenied sincenocom-

4This assumeshat le permissiorbits and otherapplicablesecu-
rity mechanismalsoallow the operation.
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Figure2: Nestedsandbors

ponentis attachedat point

A potentialuseof this featureis intrusiondetection.For

example atelnetdaemorcouldplaceauserslogin shell
insidea sandboxandusetheblockingfeatureto monitor
aberranbehaior. If suchbehaior is detectedthe sys-
temcanmake ne-grainedadjustmentdo the setof ac-
tionsthatit monitors.In responséo suspicioudehaior,

the systemmaytightensandbox-imposedonstraintspr

perhapperformotheractionssuchasnotifying asystem
administrator

2.4 Scopeof Application: Global vs. Local

In principle, sandborsmay be usedto con ne individ-

ual users,groupsof users,individual programsor per

hapsgroupsof programsthat cooperateo sene com-

mon purposes.Onemight evenimaginea global sand-
box that enforcescertainrestrictionson all programs.
Thesealternatiesraisethe questiorof wheresandbors
shouldbe deployed on the spectrumfrom global to lo-

cal. Also, whatcriteriashouldbeusedfor groupingpro-

gramsinto sandboes?

We believe that thereis no single bestanswerto these
guestionsThereforeour designallows systemadminis-
trators,usersandapplicationdevelopergo createsand-
boxesthatenforcesecuritypoliciesatany level of gran-
ularity. To permit simultaneousnforcemenof access
controlsat multiple levels, our designprovidesthe abil-
ity to createhierarchicallynestedsandbors,asshovn
in Figure2.

In thisexample,sandbox is aglobalsandboxhatcon-
tainsall processes. enforcesglobal policiessuchas
the restrictionthat no processshould be ableto mod-
ify systemprogramsin locationssuch as /bin  and
lusr/bin . At systenstartuptime,/shin/init cre-
ates andapplies to itself beforeit forks any child

processeslo overridetherestrictiondamposedby , an

administratowith physicalaccesso thesystenconsole
mustrebootthe systemwith akernelin which sandbox-
ing functionalityhasbeendisabled.

At amorelocalizedlevel, programssuchastelnetdae-
mons.ftp daemonsandthestandardogin programmay
be modi ed to place restrictionson individual users.
Sandbors and restrictthelogin shellsof usersAl-
ice andBobin this manner

Usersmay selectiely delegatetheir privilegesby creat-
ing sandboesfor individual applications.For instance,
userAlice hasdownloadeda video gamefrom an un-
trustedsource.To protectagainstTrojanhorsessheex-

ecutegheprograminsidesandbox .

Finally, anapplicationprogramthatis awareof thesand-
boxing mechanismmay useit asa e xible meansof

dropping privileges when performing sensitve opera-
tions. Thewebsener executingin sandbox usesour

mechanisnin this mannerby executingCGlI programs
in sandboes and

If the blocking mechanisnis usedin combinationwith
nestedsandbors, an attemptedaction by a sandboxd
processmay causeit to block sequentiallyat multiple
levels. For instanceijf thedownloadedyamein sandbox
attemptdo opensomele, theprivilegecheckingop-



erationperformedatsandbox maycauset to block. If
aprocessn sandbox decidego allow theaction,then
a privilege checkwill be performedat sandbox . De-
pendingonhow is con gured,this mayalsocausehe
procesgo block, providing anopportunityfor a process
in sandbox to allow or dery theaction. The samebe-
havior couldalsotake placeatsandbox if it werecon-
gured appropriatelyalthoughthis would requiresome
proces®utside toberesponsibléor monitoring . In
practicewe believe thatsandboeswill rarelybenested
atdepthsof morethanthreeor four levels. Thereforethe
overheadequiredto performprivilege checksat multi-
ple levelsshouldbereasonablyow.

2.5 Mandatory vs. Discretionary

Securitypolicies may be enforcedby eithermandatory
or discretionaryaccessontrols.Mandatoryaccesson-

trols are useful becausehey are basedon systemwide
rulesbeyondthecontrolof individual users.They there-

fore provide a high degreeof assurancéhatsystemwide
securitypoliciesarenot violated. Discretionaryaccess
controlsare usefulbecausehey allow individual users
to de ne their own securitypolicies. Thesetwo alterna-
tivesraisethe questionof whethersandborsshouldbe

mandatoryor discretionaryin nature.

Ourdesignprovidesbothoptions.Onemeansf provid-
ing mandatoryaccesgontrolsis to place/sbin/init

in asandboxat systemstartuptime. Additionally, sand-
boxes may enforce mandatoryaccesscontrols at the
level of individual users.Sinceour mechanisnfollows
the principle of attenuationof privileges, unprivileged
usersmayemploy it to creatediscretionarysandbogs.

As future work, we intendto adda mechanisnthat al-
lows transitionsbetweensandbors when certain pro-
gramsare executed. This would make sandborsmore
similar to the domainsprovided by DTE[2, 3]. How-
ever, the useof componentso de ne privilegesgranted
to domaings adifferentapproachrom usingtypes.Us-
ing our mechanisma core setof componentsnay be
de nedthatsenethesamepurposeastypes.Additional

typescanbederivedusingset-theoreti¢ransformations.

Permitting dynamic creationof typesat runtime may
alsobeuseful.Forinstancegxecutinga certainprogram
might causecreationof a new typethatis a function of
theusers previoustype andpossiblyothervariables.

2.6 Inspectionand Manipulation of Sandboxes

An effective sandboxingnechanisnmustprovide some
meansf guardingaccesgo sandbox-relatedbjects.In

thisdiscussionthetermobjectrefersto asandboxcom-
ponent,or pooP. If anyonemayrecon gurea sandbox,
thentherestrictionsit imposesareeasilycircumvented.
Furthermorepnemight createa sandboxhatdeniesac-
cesdo someresourcevhoseexistencemustremainhid-

den. Allowing anyoneto examinea sandboxcon gura-

tion maythereforecauseunacceptabléeakageof infor-

mation.

Thequestiornof how accesso sandborsshouldbegov-
ernedis open-endednd dependson the detailsof the
mechanisnbeingconsidered We have taken a conser
vative approachin which accesss strictly limited. A
descriptowith readprivilegeis requiredfor examining
the con guration of an object. Likewise, a descriptor
with write privilegeis requiredfor calling sbxwait()

on a sandboxor modifying an object. Descriptorsmay
be obtainedonly asfollows:

The creatorof an objectreceivesa descriptorwith
bothreadandwrite privilegesfor the new object.

When a processforks, the child inherits all of
the parents descriptorsaalongwith their associated
privileges.

If a procesdnside a sandboxcreatesan object, it
mayspecifythatalink is createdor thenew object.
Otherprocesses the samesandboxmaythenuse
the sbxopen() systemcall to opendescriptors
for the new object. This is analogougo access-
ing les with theopen() systemcall. Processes
inside a given sandboxmay thereforehave shared
accesdo child objects.

Thereis only onecircumstancén which processes
not within the immediateboundariesof a given
sandboxmay opendescriptordor its child objects.
When creatinga componenta processmay label
it aspublic. In this case,processein descendant
sandborsmayopendescriptordor thecomponent
with read-onlyaccess.

Ourdesignprovidesa systemcall for droppingreadand
write privilegesassociatedvith descriptors.An object
thatis linkedmayalsobeunlinked,or thereadandwrite

5Poolsare collectionsof sandbors. They will be describedin
moredepthlatet



privilegesassociatedvith the link may be droppedin-
dividually. Thus,accessrivilegesmay be irreversibly
droppedin orderto eliminatepotentialpointsof attack.
We may eventuallyconsiderextendingour modelto al-
low more e xible speci cationof privileges.Onepossi-
bility is to de ne a new typeof componenthatcontrols
accessto the sandboxs and componentsthemseles.
Althoughthereis a certainelegancein this approachit
createsaadditionalcompleity thatmaybeundesirable.

2.7 Staticvs. Dynamic

Securitypolicy enforcementnechanismsnay be static
or dynamicin nature.If thepolicy seldomchangesthen
a staticmechanisiis bestbecauset excludesthe pos-
sibility of unauthorizedampering.However, adynamic
mechanismmay be preferablaf the policy changesre-
guently Our mechanisnprovidesboth options. Sand-
boxesandcomponentaredynamicby default, but drop-
ping write privilegescauseshemto becomestatic.

When adjustmentso security mechanismsare made,
they shouldideally have animmediateeffecton all rele-
vantaspect®f systembehaior. Ourimplementatiorof
nestedsandborswasdesignedwith this consideration
in mind. Sinceprivilege checksare doneindividually
ateachlevel, recon gurationof a sandboxmmediately
effectsall of its descendants.

File descriptorgepresent similar areaof concern.For
instance,supposethat a processopenssome le and
its sandboxis then adjustedso that accesso the le
is denied. Underour currentimplementationthe pro-
cessmay continueto accesshe le throughits previ-
ously openedle descriptor Adding the ability to re-
voke privilegesstoredin le descriptorswould be rel-
atively easy This may be doneby attachingsandbox-
relatedtagsto le descriptorandperformingadditional
privilegechecksduringread() andwrite()  system
calls. Althoughthis option haslittle valuefor guarding
con dentiality, it maystill beusefulasadamageontrol
mechanisnfor protectingdataintegrity. We maythere-
fore eventuallyimplementthis feature.

2.8 Genericvs. Specic

When specifying privileges for sandbord programs,
two alternatve stratgyies are possible. One option is
to grantprivilegesthatarecustom-tailoredo individual
programsThisapproachs advantageoubecausé fol-
lows the principle of leastprivilege. Sinceeachprogram

is only allowed to perform actionsthat are necessary
for properfunctioning, the potentialfor akbuse of priv-
ilegesdecreases-However, creatingspecializegolicies
for mary applicationds laborintensve. It is alsoerror
prone sincerequiredprivilegesmaybehardto predictin
adwance. Applicationsmay thereforefail unexpectedly
if their sandboesconstrainthemtoo tightly.

To addressthese problems, one may create generic
protectiondomainsfor groupsof programswith sim-

ilar behaior. A sandboxingmechanismknown as
MAPbox[11] employsthistechnique Althoughthis ap-

proachmay simplify sandboxconstructionappropriate
behaior classesnaybedif cult to create.If privileges
arede nedtoo consenatively, thenthescopeof applica-
bility of eachbehaior classbhecomesinacceptablyar

row. However, looselyspeci ed behaior classesstray
from the principle of leastprivilege. Someapplication-
speci c differencesamongprogramswithin a behaior

classmaybehandledy atechniqgueahatMAPboxrefers
to asparameterizatiorf-or instanceagroupof network-

orientedservicesmay functionin a similar mannerbut

differin theportsfromwhichthey receveincomingcon-
nections. In this case,their behaior classmay take a
portnumberasa parameter

Using our facility, behaior classesould potentiallybe

representeds groupsof components. Set operations
could then be employed to createcustomizedversions
for individual programsin a mannersomevhat similar

to parameterization.

Alternately our blocking mechanismmay be usedto
createcustom-tailoredandboxsfor individual applica-
tions. For example,considerthe following sequencef
events:

1. A userexecutesa programinside a sandbox.The
userhasno way of knowing aheadof time what
privilegesit will require. Thereforethe sandboxs
madeinitially veryrestrictve.

2. Whentheprogramattemptgo performadeniedac-
tion, it blocksandtheuserlearnsexactly whathap-
pened. The usercanthendecideto allow or dery
the action. To allow all future operationsof this
type, the usermay adjustthe appropriatecompo-
nent.

3. Whenthe sandboed programterminatesthe user
may save the nal sandboxcon guration to be
reusedvhenexecutingthe programin thefuture.

This techniguemakes sandboxconstructionlesslabor



intensie, sinceprivilegesmay be grantedinteractiely.
Attemptedactionsthat might otherwisecausea sand-
boxed programto fail may thereforebe allowed at the
time they areattemptedThis eliminatesthe needto ex-
ecutethe programmultiple times, making incremental
changedo its sandboxafter eachexecution. Further
more, programsmay be constrainedvery tightly with-
outadwerseconsequencegdditional privilegesmaybe
grantedatruntimeasthey areneeded.

2.9 Transientvs. Persistent

Sandborsmaybe implementedaslightweight, dispos-
able containersor as persistententities that maintain
relatively static, long-termassociationsvith les that
they contain.Our currentdesignonly providestransient
sandbors. We chosethis option becausehey require
substantiallylessimplementationeffort than persistent
sandbors. However, if time permits,we may eventu-
ally extendour facility to provide bothoptions.

WindowBox[13], a sandboxingsystem implemented
within the Windows NT kernel, is a designin which
sandbogrsare persistenentities. It consistsof a setof
desktopsthat are completelyseparatédrom eachother
andfrom the restof the system. Usersmay give some
desktopsmore privilegesthan others. They may also
placeindividual programsandother les within agiven
desktop. The associatiorbetweena le andits desk-
top persistauntil theusereitherdeleteghe le or moves
it to a differentdesktop. This featureis usefulbecause
a given programis automaticallycon ned to its desk-
top whenever the userexecutesit. Therefore,the se-
curity policy associatedavith the desktopis consistently
enforced.Associationdetweenles andtheir desktops
also provide an alternatemeansof de ning privileges.
Speci cally, accessnaybegrantecbecause le resides
in the samedesktopasthe programattemptingto open
it.

A potentialadvantageof de ning sandborsastransient
entitiesis thatthey maybeef ciently discardedvhenno
longerneeded.Our designprovidesa featurethatelim-
inatesunnecessargverheador creatinganddestrging
sandbogs. With this option, a serner may createpools
of sandboesfor differenttypesof client connections.
Thesenerdoeshefollowing for eachclientconnection:

1. The sener forks a child process.The child inher
its the parents descriptordor the varioussandbox
poolsthatthe sener created.

2. The child makes an sbxapply() systemcall,
passingn a descriptorfor the appropriatepool. If
the pool is not empty this causesa sandboxto be
removedfrom the pool. Otherwise a new sandbox
is createdandassociatedvith the pool. The nenly
obtainedsandboxs appliedto thechild, whichthen
handlegheclientrequest.

3. When the child dies, the referencecount on its
sandboxdropsto zero. Insteadof beingdestryed,
thesandboxs returnedo thepoolfor laterreuse.

Creationof a sandboxpool requiresspeci cation of a
maximumcapacity If the pool becomedull, additional
sandborswill bedestryedinsteadof beingreturnedo
it. A pool's creatormay adjustits capacityvalue, nd
out how mary sandboxesthe pool containsat a given
instant,or make adjustmentgo the currentnumberof
sandbogsin the pool.

2.10 Interaction with Other Security Mecha-
nisms

Our facility is designedo beimplementedwithin exist-
ing systems. It mustthereforepeacefullycoexist with
othersecuritymechanisms.This consideratiormay be
viewedfrom thefollowing two perspecties:

1. Canothermechanismseverridethedenialof apriv-
ilegeby asandbox?

2. If a sandboxgrantsa given privilege, can other
mechanismsverridethis decision?

The answerto the rst questionis "no.” In particu-
lar, root hasno specialprivilegesthat allow sandbox-
imposedconstraintsto be bypassed.This propertyen-
hanceghe securityof our mechanism.It also permits
constructiorof sandboesthatcon ne root programgo

a subsetof the privilegesthat they normally have. The
answetrto thesecondjuestions "yes’ This propertyal-

lows sandbogsto coexist with othermechanismsvith-

out compromisingheir effectiveness.

3 Speci cation of Privileges

We now presenthe detailsof how privilegesarerepre-
sentedin our design. Although the variouscomponent
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Figure3: Includeoperation

typeshave individual differencesseseral commonele-
mentsare sharedamongthem. One sharedfeatureis
supportfor the setoperationf intersectionunion,and
complement.Additionally, the component&mploy the
following two commonmechanisms:

Interval lists allow speci cationof intervalsof val-

uesover a x edrange.For instancewe could use
aninterval list to representll integersbetweenl0

and 100, the value 250, and all integersbetween
400and500. The componentsisethis datastruc-
turein severalplaces.

Sandboxsets specify privileges that allow sand-
boxedprocesseto performactionsrelative to other
processesTheability to sendsignalsis anexample
of thistype of privilege.

Thesetwo sharedbuilding blocks simplify the imple-
mentation of the componentsthat use them. They
alsofacilitatethe constructiornf new componentypes.
Next, we give a more detailedpresentatiorof their de-
sign. This is followed by descriptionsof how the indi-
vidual componentypesareconstructed.

3.1 Interval Lists

Intenval lists provide a corvenientway of specifyingand
manipulatingsetsof unsignedntegers.They supporthe
following operations:

Include: Figure3 illustratesthe include operation.
In this example,an interval list initially speci es
theintervals . Theinterval

is then included. This producesthe interval list

Before:
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exclude (6, 12)
After:
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Figure4: Excludeoperation

. Noticethatthis resultis obtainedrather
than or .
Intenallistsalwaysmeigeintervalstogethessothat
notwo intervalsareoverlappingorimmediatelyad-
jacentto eachother Thisyieldsthe simplestpossi-
ble representation.

Exclude: Figure 4 illustratesthe exclude opera-
tion. In this example, we start with the intenal
list . The interval

is then excluded. This producesthe interval list

Intersection: This operationtakestwo interval lists
asoperandsandproducesa new interval list repre-
sentingthe intersectionof the setsof integersthey
specify Theintenalscontainedn theresultareall
nonoverlappingandseparatedby at leastoneinte-
gervalue.

Union: Thisoperationis similarto intersectiongex-
ceptthatthe unionis computed.

Complement: This operation takes an inter

val list and producesits complement. For

instance, the complement of is
UINT_MAX

Querypoint: This operationtakesan integer asa
parameterand returnsa Booleanvalue indicating
whetherary interval in thelist containst.

We will alsoprovide a mechanisnfor iteratingthrough
aninterval list andexaminingits contentsalthoughthis
hasnot yet beenimplemented.



Figure5: Behavior of sandbossets

3.2 SandboxSets

Someprivilegesgovernwhata procesamay do relative
to otherprocessed-or example we maywishto allow a
sandbordprocesgo sendsignalsto someprocessebut
not others.Oneway of accomplishinghisis to specify
privilegesindividually for every existing process How-
ever, this is clearly not practical. Thereforeprocesses
mustbe groupedtogetherin somemanner Our design
employs sandborsasthe basicunit of organizationfor
assigningprivilegesrelative to processeskor example,
signalcomponentspecifysetsof sandborscontaining
processethatmay be signaled.We chosesandborsas
the unit of groupingbecausehis is the simplestoption.
Introducing someother abstractiorwould createaddi-
tional compleity withoutary clearbene ts.

Figure 5 illustrateshow sandboxsetsoperate. Signal
components , ,and areattachedo sandbors
, ,and respectrely. allows tosignalpro-
cessein , allows tosignalprocessesr  and
,and allows tosignalprocessesn and .
Process createdandinitialized , ,and . The
following rulesgovernthe behaior of componentsm-
plementedusingsandboxsets:

A processn agivensandboxs alwaysallowedto
accesther processedn its own sandboxor ary
descendansandboes. For example,a processn

maysignalary processn , , ,or re-
gardlesof how  iscon gured.

If a componenigrantsaccesgo a given sandbox,
thenaccessds alsograntedto all of the sandboxs

descendantg:or instanceprocesses  cansig-
nal processein since  grantsaccesdo
and is adescendamf . Themotivationfor
thisbehaiior maybeunderstoodby consideringhe
viewpoint of process . Clearly, is awareof the
existenceof . However, cannotin generalbe
expectedto keeptrack of actions,suchascreating
child sandboes, that may be performedby pro-
cessesn . All caresaboutis thatprocessem
aregrantedaccesgo all processethat  gov-
erns.Thusthisrule allows processet manipulate
componentsvithout needingto be awareof details
thatareoutsidetheir scopeof concern.

A processn agivensandboxnaydelegateto child
sandborsary accessightsto othersandbogsthat
it possesseskor example, hasadjusted so
that its privilege for signaling processesn is
passeddown to . Similarly, may adjust
sothatprocessetn  cansignalprocessef
However, maynotadjust sothatprocessem
aregrantedaccesso , ,or . Thisisbe-
cause doesnothaveaccesso , ,or .lIn
generalarny sandbogsin shadedarea couldpo-
tentiallyappeain . However, cannotspecify
directly because is outside 's scopeof
concern.Likewise, ary sandborsin shadedareas
or butnot couldpotentiallyappeain

All processeghat are not in ary sandboxare
groupedogetherasif they areall insideacommon
sandboxthatimposesno restrictions. This canbe
thoughtof asthe"null sandbox”andmaybespec-
i ed in asandboxsetjustlike arny othersandbox.

It is possibleto computethecomplemenbf asand-



box set. For instancethe complementof the set
givenby  would be a setthat grantsaccesgo
all sandbogs (including the null sandbox)except
and . Likewise,intersectionsand unionsof
sandboxsetsmaybe computed.

Sandboxsetsareimplementednternally usinga global
matrix. Columnsrepresensandborsandrows repre-
sentcomponentshatareimplementedas sandboxsets.
Adjusting a component sothatit grantsaccesdo a
sandbox isaccomplishethy addinganentrytothema-
trix at position . Whena components destryed,
its correspondingow is removedfrom thematrix. Lik e-
wise, destructiorof a sandboxesultsin the removal of
its associate@olumn. This ensuregshatcomponentsio
notreferto sandborsthatno longerexist.

3.3 Signal,ptrace() ,andIPC Components

Signalcomponentsspecify processes$o which a sand-
boxedprocessamay sendsignals.Lik ewise,ptrace()

componentspecify which processes sandboxd pro-
cessmay ptrace() . Both of thesecomponentypes
areimplementedissandbosets.IPC componentspec-

ify which IPC object$ asandbordprocessnayaccess.

If aprocessexecutingin sandbox createsanIPC ob-
ject ,then isviewedasowning . Supposehat

hasa parentsandbox , and is subsequentlye-
stroyedwhile  still exists. In this case,ownershipof

is transferredto . If  hasno parent,then own-
ershipof s transferredo the null sandboxwhen
is destreyed. Giventhis notion of ownership,sandbox
setsmaybeusedto implementPC componentskor in-
stance supposehat the componentshowvn in Figure5
arelPCcomponentsThen allowsprocessesr  to
accesdPC objectsownedby or , since isa
descendamf

3.4 File SystemComponent

File systemcomponentspecify le-related privileges.
They arerepresentedstreesof directorypathswith la-
belsthatspecify privilegesat eachnode. The following
typesof privilegesarede ned:

: Foranormal le, thisprivilegeallowsthe le to
be openedor reading.For adirectory; it allows the
directorycontentdo belisted.

6semaphoresnessaggueuesandsharedmemorysgyments
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Figure6: Directorysubtree

: Foranormal le, thisprivilegeallowsthe le to
beopenedor writing. Foradirectoryit allows les
in thedirectoryto becreatedunlinked,or renamed.

: Foranormal le, this privilegeallowsthe le to
be executed. For a directory, this privilege hasno
meaning.

For both normal les and directories, this
privilege allows permission-relatedettingsto be
changed.Speci cally, it allows useof chmod() ,
chown() , andchgrp()

: For bothnormal les anddirectories this privi-
legeallowschangingacces&ndmodi cation times
usingutime()

For a directory this privilege allows opening
les in thedirectory accessingubdirectoriesand
moving into the directoryusingchdir() . For a
normal le, this privilegehasno meaning.

For eachof theseprivileges,a setof threelabelsis at-
tachedto eachnode. Figure 6 illustratesthe meanings
of thelabels.Set consistf the entiresubtreerooted
atdirectory . Set consistoof andall of its chil-
dren.Set consistonly of . Giventhesede nitions,
thethreelabelsattachedo  for a given privilege are
de ned asfollows:

self: Thislabelrepresentset

).

(consistingof only



children: This labelrepresentshe setof nodesde-
ned by ( and inthe gure).

granddild subtees: This label representshe set
of nodesde ned by ( , , ,andallof
their descendants).

Eachlabelmay be assignedne of threevalues:allow,
deny or unspeci ed Labelsare orderedaccordingto
two simpleprecedenceules. Labelswith higherprece-
denceoverridethe settingsof labelswith lower prece-
dence.Therulesareasfollows:

A labelatanodehashigherprecedencéhanlabels
atary of its ancestors.

Thereis no orderingamongthe threelabelsat a
node. This is becausdhe labelsrepresentisjoint
setsof nodes.

A label of unspeci edon a nodeimposesno particular
settingon it or its descendantsSettingsareinsteadde-
terminedby labelsof higherprecedenceA le system
componentconsistingof an empty tree deniesall le-
relatedprivileges.

Figure 7 illustratesa le systemcomponent.It showvs
labelsonly for the privilege. Labelsfor theother ve
privilegeshave beenomitted for simplicity. Given the
aboverules,this le systemcomponents interpretedas
follows:

Write accesgo theroot directoryis allowed, since
its selflabelhasa valueof allow.

Write accesss deniedfor all les in therootdirec-
tory except/a . Sincethechildrenlabelof theroot
directoryis unspeci ed it takesonthedefaultvalue
of denythatdeniesall le-related privilegesfor an
emptytree.

Write accesss alsodeniedto /a . Sinceits self
labelandtherootdirectory'schildrenlabelareboth
unspeci ed, it takes on the default value of deny
that deniesall le-related privilegesfor an empty
tree.

Forall les in/a except/a/b ,write accesss de-
nied. Thisis dueto the settingof the childrenlabel
for/a .

Write accesss allowedfor the le /a/b
selflabelhasavalueof allow.

, sinceits

v | self
u | children
V| grandchild subtrees

/| ®

u | self
X | children
u | grandchild subtrees

ae

v | self
u | children
be | U |grandchild subtrees

v = allow

x = deny
u = unspecified

Figure7: File systemcomponent

Write accessis allowed for all descendantof
/a/lb . Thisis becausehe granddild subteesla-
bel of therootdirectoryis notoverriddenby ary la-
belswith higherprecedencthataffectdescendants
of /a/b

Before le-related privilege checks are performed,
namesof les arecorvertedto absolutepathnameshat
containno symboliclinks. Thereforesymboliclinks do
notaffectthebehaior of le systemcomponentsHow-
ever, the le systemcomponentmustdo extra privilege
checkingwhena sandboed processattemptsto create
a hardlink. Before allowing this type of operationto
proceedthe le systemcomponenttomputeshe le-
relatedprivilegesthatthe link would have if it existed.
If theseprivilegesexceedthe privilegesof thepathname
beinglinkedto, thenthe operationis denied. This pre-
ventsa sandbord processfrom gaining unauthorized
accesdo les simply by creatinglinks to themin direc-
torieswith more permissve settings. It canbe shavn
that the set of all possible le systemcomponentss
closedunderthe operationsof union, intersection,and
complement.However, we omit the proof for the sale
of brevity.

3.5 Network Component

A network componentonsistsof two interval lists that
specifylP addressethatsandbordprocessemayopen
connectiongo andportsthat sandbord processesnay
recevveincomingconnectiongrom.



fork() execve() exit() wait()
totallateng/ ( sec.) 169 375 145 —
overhead sec.) 6.8 1.2 5.9 11.2
overhead% of total) 4.0 0.3 4.1 —

Tablel: Performancémpactof sandboxingnechanism

3.6 Device Component

A device componentonsistsof threeintenval lists that
specifyread() , write() , andioctl() privileges
for variousdevice numbers.

3.7 SystemManagementComponent

In its currentimplementationthe systemmanagement
components simply a setof Boolean ags thatgovern
administratve actionssuchasrebootingandsettingsys-
temdate/time.The setof operationsurrentlygoverned
by this componentypeis not comprehensie, and will
eventuallybe extended.

4 Performance

In orderto be practical,a securitymechanisnmustnot
requirean unreasonablamountof performanceover-
head. To demonstratehe feasibility of our design,we
have thereforeperformedseveralmicrobenchmarks.

Ourimplementatiorinvolvesmodifying fork() , ex-
ecve() , exit() , andwait() . We have therefore
measuredhe amountof overheadthat our mechanism
addsto eachof thesesystercalls. All experimentsvere
performedon a uniprocesso266 MHz Pentiumll PC
with 96 Mb of memory TheLinux kernelwe usedis an
SMP build of version2.4.1. Eachvaluein Table1 rep-
resentghe meanvaluefrom 10000separateystemcall
invocations.As shavn, our modi cations typically add
severalmicrosecond$o eachcall.

During a fork() , sandbox-relatedtate information
must be copied from the parentprocessto the child.
Onexecve() , acheckis performedto seeif a sand-
box must be applied due to a previous invocation of
sbxapply()  with the "apply on exec” option speci-
ed. The valuesin Table 1 re ect the typical casein
which no sandboxs applied. We measuredeparately

the lateny of an sbxapply()  systemcall (without
"apply on exec” speci ed) and found that value to be
56 microseconds.

During an exit() systemcall, our implementation
closesary opendescriptorsfor sandborsand compo-
nents. It then releaseshe referenceto any sandbox
the processmay be executingwithin anddoesa partial
cleanupof the sandboxif the referencecountdropsto
0. Additional cleanupof sandbox-relatedtateis per
formedduringwait() whenthezombieprocesss col-
lected. At this time, the expired sandboxis queuedso
thata kernelthreadmay performthe nal cleanup.The
valuesfor exit()  andwait() in Table1 represent
the casein which this cleanupactiity occursfor a sin-
gle expired sandbox. The purposeof the kernelthread
is to remove the sandboxfrom the global matrix de-
scribedin Section3.2 and free the memorythat it oc-
cupies. The threadis awakenedperiodicallywhenthe
numberof expiredobjectsonits queuereaches certain
threshold. It thendeletesall of themin a single oper
ation. We measuredhe time requiredto delete1024
expired sandbors, and found that this operationtakes
2829microsecond$2.8 sec.persandbox).Thisrepre-
sentsthe meanfor 10 separaténvocationsof the kernel
thread. Adding the persandboxvalueto the overhead
valuesin Tablel for exit() = andwait() providesa
roughideaof the total overheadequiredfor destrging
asandbox.

Additionally, we measuredhe lateng of the kill()
systemcall whenexecutedby a sandbordprocessThe
resultsareshawvn in Figure8. For this experiment,we
con gured the sandboxof the sendingprocess sothat
its sandboxallows sendingsignalsto the receving pro-
cess , whichhasbeenplacedwithin aseparatsandbox.
Thevaluesrepresentatenciesvhen is placedin sand-
boxesnestedat variousdepths. For instance the value
3 on the horizontal axis representghe casein which
the sandboxenclosing hasa parentand a grandpar
ent. Therefore privilege checksoccurat threeseparate
levels. The valueO on the horizontalaxis indicatesthe
casein which is not inside a sandboxand therefore
no privilege checksoccur As the graphshaws, a single
privilegecheckincursapproximatelyb microsecondsf
overhead Whensandborsarenested additionalprivi-
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Figure8: Lateng of kill()

lege checksncur approximatelyl microseconakach.

5 RelatedWork

Accesscontrollists (ACLs) areacommonlyusedmech-
anism for enhancingsystemsecurity They associate
detailedaccessights with objectssuchas les. The
main differencebetweensandbors and ACLs is that
they take oppositepointsof view. ACLs associateoriv-
ilegeswith objectswhile sandborsassociaterivileges
with subjectsThecentralizedocationof thecontrolson
sandborsmakesthecorrectnessf their settingseasyto
verify. Sandborsimposestrict upperboundson privi-
legeswithoutdependingn assumptionsuchassettings
of le permissionghroughoutthe system.They permit
easycreationof customizecprotectiondomainswithout
having to changesettingsonawide varietyof systenob-
jects. However, our sandboxingnechanisms designed
to complementlternatvessuchasACLsratherthanre-
placingthem. Sandborsmay be usedin combination
with othermechanismso implementpoliciesnot easily
enforceablaisingary singlemechanisnby itself.

executedby sandbordprocess

Capabilities[] are anotheralternatve to sandbors. A
capabilityhastwo primary characteristics:

A subjectthat holdsa capabilityis grantedaccess
to the privilegeit speci es.

A subjectthatlacksa capabilityis deniedaccesso
theprivilegeit speci es.

A sandboxexhibits the secondpropertybut not the rst
one.Thisaspecbf sandborsallowstheir controlsto be
safelymanipulatedby untrustedusers. The centralized
location of the controlson a sandboxmakes sandbox-
grantedprivilegeseasyto trackandrevoke. In contrast,
completerevocationof a capability held by process
requiresrevocationfrom both  andall processeso
which hasbeendeleggatedby . Theability to create
nestedsandborsprovidesa mechanisnfor delegation
of privilegesin a mannersomeavhat similar to delega-
tion of capabilities. Opening les representan inter-
estingareaof interactionbetweensandborsandcapa-
bilities, sincea le descriptormay be viewed asa ca-
pability for accessinga le. In our currentdesign,a
sandboxcannotrevoke a previously granted le access



privilegeoncethe sandbordprocesshasobtaineda le
descriptor However, this limitation may be removed
by attachingsandbox-relatethgsto le descriptorsand
performingadditionalprivilege checksduring read()
andwrite()  systemcalls. Althoughthis requiresex-
traoverheadthecreatorof asandboxcouldbegiventhe
optionof disablingthefeatureto increaseperformance.

Domain andtype enforcemen{DTE)[2, 3] is a useful
tool for implementingmandatoryaccessontrols. This
techniquegroupssubjectsnto domainsandobjectsinto
types. Rulesare provided that specify which domains
aregrantedaccesgo which types. In addition, the sys-
tem may be con gured sothatexecutionof certainpro-
gramscausedransitionshetweerdomains. A majordif-
ferencebetweenDTE and our sandboxingmechanism
is that DTE is gearedoward implementingsystemwide
mandatoryaccesontrols. A trustedsecurityadminis-
tratorde nesthedomainsandtypes,alongwith therules
governingtheir interactions.In contrast,sandborsare
lightweightentitiesthatmaybe createdcon gured,and
destryed by untrustedusers. Our implementational-
lows themto enforceeithermandatoryor discretionary
accesgontrols.We planon extendingtheirfunctionality
by allowing transitionsbetweersandborswhencertain
programsareexecuted.

A variety of sandboxingtechniqueshave beenprevi-
ously implemented. One approachis to build protec-
tion mechanismdnto programminglanguagesuchas
Java[7]. Sincethis optiontiesthe sandboxo a particu-
lar languageor runtimeervironment,it is notsuitableas
ageneral-purposmechanismHowever, it is still useful
as a special-purpos¢éechnique,since security policies
maybetailoredto thelanguageor runtimeervironment.

Alternately the sandboxmay be embeddedvithin the
sandbord program. Proof-carryingcode[§ is one ex-

ample of this type of approach. Another optionis to

instrumentan existing binary with additionalmachine
instructionsthat verify compliancewith a securitypol-

icy asa programexecutes[® However, thesealterna-
tivesareincorvenientbecausehey requiremodi cation

of binaries.Furthermorethey arenotusefulasgeneral-
purposetechniquessincethey do not applyto all types
of programgqsuchasshellscripts,for instance).

A sandboxingsystemknown as Janus[1]) alongwith

two similar mechanisms[1112], employs userspace
monitoring processedgor interceptionof systemcalls
made by sandbord programs. The monitoring pro-

cessesisethe/proc  procesdracingfacility of Solaris
for systemcall interception. This approachlimits the
scopeof applicability of thesetechniquessinceit may

not be usedwith setuidprograms. It alsohassubstan-
tial overheadbecausehe monitoringagentis a separate
processandinterprocescontext switchesaretherefore
requiredfor monitoring. Furthermore the monitoring

processnustfork()  eachtimethesandbordprocess
forks. The factthat the monitoringagentrunsin user

spacemay alsocreatevulnerabilities.

To overcomethe limitations of userspacemechanisms,
sandbors may be implementedas loadable kernel
modules[14 15). Placingsandborsinside the kernel
may enhanceheir securityby providing increasedso-
lation from potentiallymaliciousentities. Sincekernel-
basedsandborsmay be implementedas passve enti-
ties,context switchingoverheads notrequiredfor priv-
ilege checking. A disadantageof this approachis that
creatinga new sandboxequiresloadinga kernelmod-
ule. Themodulemustbefully trustedandatrusteduser
mustperformthe moduleloadingoperation.

A designknown asChakraVyuhgCV)[16] implements
a kernel-basedandboxingmechanism.In this system,
sandborsfor individual applicationsare de ned using
a domain-speci clanguage. Sandboxde nitions are
storedin asecurdocationsomeavherein the le system.
Whena given programis executed,its sandboxde ni-
tion is passedo a kernel-residenenforcer This entity
enforcegestrictionsby matchingsystencall parameters
againstthe sandboxde nition. Therefore problemsas-
sociatedwith implementingsandborsasloadableker-
nelmodulesareavoided.

OnedifferencebetweerChakraVyuhandour designis

the level at which its externalinterfacesare speci ed.
To con ne aprogramwith ChakraVyuhait must rst be
installedusinga specializednstallerprogram. The in-

stallergenerates con guration le thatspeci esade-
fault sandboxXor the new program.If userswishto cre-
atecustomizedandbors,they mustdo sousingcon g-

uration les thatfollow a speci ¢ format. Our external
interfaceis at a muchlower level. We export a general-
purposesystemcall API thatapplicationprogramamay
usefor their own purposes.This approachwidensthe
scopeof applicabilityof our design.

A secondadwantageof our model is the ability to
dynamically recon gure sandbogs at runtime. With
ChakraVyuhapsersmay customizesandbogs, but the
sandborsare x edoncethe sandbord programsstart
executing.Otheradvantage®f ourmodelincludenested
sandbors and our treatmentof privilege setsas rst
classobjectsthatmaybemanipulatedisingset-theoretic
primitives.



Another solution, known as WindowBox[13], imple-
mentsa sandboxingnechanisnwithin theWindowsNT
kernel. The emphasishereis on providing an easyto
usemechanisnthatis simpleenoughfor unsophisticated
users. The designconsistsof a setof desktopghatare
completelyseparatedrom eachotherandfrom therest
of the system.Userscangive somedesktopsnorepriv-
ilegesthanothers. As a users level of trustincreases,
a programmay be graduallymoved to more privileged
desktopsHowever, the desktopsarerelatively staticen-
tities. They arenot designedo function aslightweight
containerdor individual programs.

Finally, a sandboxingmechanismsomevhat similar

to ours has been added to the ULTRIX operating
system[1]. This mechanismknown asTRON, is simi-

larto ourdesignin somewaysbut morelimited in scope,
sinceit only dealswith le-related privileges. Like our

sandboxingnechanismTRON allows creationof sand-
boxesby untrustedusers.However, it doesnot provide

a blockingmechanisnfor interactve privilege determi-
nationatruntime.

TRON doesallow nestingof sandbogs, althoughthis
featurebehaesdifferentlyfrom ourdesign.Whensand-
boxes are nested, our mechanismperforms privilege
checksat eachlevel individually. However, TRON ver-
i es at creationtime that a nestedsandboxcontainsa
subsebf its parents privileges.It thenchecksprivileges
againstonly the innermostsandbox.Although TRON's
approachreducegerformanceoverheadwe choseour
methodfor two reasons.First of all, our designallows
changesn a sandboxcon guration to affect all sand-
boxes nestedbelow it. This behaior is necessanjor
interactive manipulationof sandborsto function prop-
erly whensandborsare nested. Secondly our design
allows a sandbord procesdo createa nestedsandbox
withoutary awvarenessf how its own sandbos con g-
ured.Thechild sandboxs notclutteredwith restrictions
imposedby its parentandthereforemaintainsa precise
representatiorof the policiesits creatorwishesto en-
force. Furthermorerestrictionsimposedby the parent
sandboxmay be keptsecretfrom its inhabitants.

The methodthat TRON emplgys for specifyingaccess
controlsis lessexpressve thanour le systemcompo-
nent. When privilegesare assignedo a directory they
automaticallyextendto all les it contains. It is not
possibleto grantprivilegesonly for the directory with-
out extendingthemto all of its les. However, a sub-
tree option doesexist thatis equivalentto the union of
self children, and granddild subteesin our le sys-
tem component. One featurethat TRON omits is the
ability to speci cally dery accesgo les. It is therefore

notpowerful enoughto supportcompositiorof privilege
setsthroughunion,intersectionandcomplementpera-
tions.

6 Conclusions

In summary we have presentedh general-purpossys-
temcall API for con nementof untrustecprogramsWe
have describedour designwithin the context of a sys-
tematicexplorationof the designspacefor con nement
mechanismsOur approachs distinguishedy its e x-
ibility andprovision of arelatively simple setof primi-
tivesthat permita wide scopeof applicability. Prelimi-
nary performanceesultsare encouragingalthoughwe
still needto performmoreextensive testing.

Availability

At the time of this writing, we are still nish-
ing the implementationof the sandboxingAPI. The
latest version of the code may be obtained from
http://seclalcs.ucdavis.edu/pjects/sandox.html  As
our work progressesye will make updatesavailableat
thislocation.
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