


People. Achieving Information
Assurance begins with a senior level
management commitment (typically at
the Chief Information Officer level)
based on a clear understanding of the
perceived threat. This must be followed
through with effective Information
Assurance policies and procedures,
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assignment of roles and responsibilities,
commitment of resources, training of
critical personnel (e.g. users and system
administrators), and personal
accountability. This includes the
establishment of physical security and
personnel security measures to control
and monitor access to facilities and
critical elements of the Information
Technology environment.

Technology. Today, a wide range of
technologies are available for providing
Information Assurance services and for
detecting intrusions. To insure that the
right technologies are procured and
deployed, an organization should
establish effective policy and processes
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for technology acquisition. These
should include: security policy,
Information Assurance principles,
system level Information Assurance
architectures and standards, criteria for
needed Information Assurance products,
acquisition of products that have been
validated by a reputable third party,
configuration guidance, and processes
for assessing the risk of the integrated
systems. The Defense in Depth strategy
recommends several Information
Assurance principles. These include:

a) Defense in Multiple Places. Given
that adversaries can attack a target
from multiple points using either
insiders or outsiders, an organization
needs to deploy protection
mechanisms at multiple locations to
resist all classes of attacks. As a
minimum, these defensive “focus
areas” should include:
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e Defend the Networks and Infrastructure
- Protect the local and wide area
communications networks (e.g. from
Denial of Service Attacks)

- Provide confidentiality and integrity
protection for data transmitted over
these networks (e.g. use encryption and
traffic flow security measures to resist
passive monitoring)

e Defend the Enclave Boundaries (e.g.
deploy Firewalls and Intrusion
Detection to resist active network
attacks)



e Defend the Computing Environment
(e.g. provide access controls on hosts
and servers to resist insider, close-in,

and distribution attacks).

b) Layered Defenses. Even the best
available Information Assurance
products have inherent weaknesses.
So, it is only a matter of time before
an adversary will find an exploitable
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vulnerability. An effective
countermeasure is to deploy multiple
defense mechanisms between the
adversary and his target. Each of
these mechanisms must present
unique obstacles to the adversary.
Further, each should include both
“protection” and “detection”
measures. These help to increase
risk (of detection) for the adversary
while reducing his chances of
success or making successful
penetrations unaffordable.
Deploying nested Firewalls (each
coupled with Intrusion Detection) at
outer and inner network boundaries

d)

is an example of a layered defense.
The inner Firewalls may support
more granular access control and
data filtering.

Specify the security robustness
(strength and assurance) of each
Information Assurance component as
a function of the value of what’s it is
protecting and the threat at the point
of application. For example, it’s
often more effective and
operationally suitable to deploy
stronger mechanisms at the network
boundaries than at the user desktop.

Deploy robust key management and
public key infrastructures that
support all of the incorporated
Information Assurance technologies
and that are highly resistant to attack.
This latter point recognizes that these
infrastructures are lucrative targets.

Deploy infrastructures to detect
intrusions and to analyze and
correlate the results and react
accordingly. These infrastructures
should help the “Operations” staff to
answer questions such as: Am |
under attack? Who is the source?
What is the target? Who else is
under attack? What are my options?

Operations. The operations leg
focuses on all the activities required to
sustain an organization’s security
posture on a day to day basis.






f) Glossary of Terms. The National
Information Systems Security
(INFOSEC) Glossary, dated
September 2000, can be found at:
http://www.nstissc.gov/Assets/pdf/4

009.pdf

Feedback. Please address questions or
comments on this paper by email to
deluddy@missi.ncsc.mil or by mail to:

National Security Agency

Attention: Information Assurance
Solutions Group — STE 6737

9800 Savage Road
Fort Meade, MD 20755-6737




